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TUDDS Block 



Fingerprint Sessions Blocked by TUDDS 4/5 - 8/12 
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■ defeat/atrouter/yahoo/webMessenger/status 

■ defeat/atrouter/yahoo/webMessenger/request 

■ defeat/atrouter/yahoo/insider/client_ad_get 

■ defeat/atrouter/web/yahoo/webbug 

■ defeat/atrouter/smtp_toserver 

■ defeat/atrouter/smtp_fromserver 

■ defeat/atrouter/mail/pop/short_client_to_server 

■ defeat/atrouter/mail/pop/bodyless_email 

■ defeat/atrouter/mail/imap/bodyless_email 
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TUDDS Block 



Fingerprint Hits Per Month By SIGAD 
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Current Efforts - Google 



Defeat Fingerprints 



defeat/ dev/ google/ adwords 
defeat/ dev/ google/bigtable 
defeat/ dev/ google/blogger j s 
defeat/ dev/ google/ teragoogle 
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Serendipity - 
New Protocols 



SC 10 : 

TRSID: 

Visibility Group: YNKE 
SIGAD: 

PDDG: 9C 

DTG: 17JL1041Z12 

Case Notation: CTWB0POSOOQOOQG 

Authorization Category: £Ol2p33 

Selector: 

E PINWALE 



•Internal server-to-server authentication, 
based on hard selector 
» ‘Valid user agent string, not populated into 
Marina (yet!) 
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Serendipity - 
New Protocols 



Google Protocols By Type 




■ Google Authorization, Security 
Question 

■ No content 

■ iGoogle 

■ chrome-sync 

■ teragoogle-indexing 

■ Youtube // Video Page 

■ talkgadget 

■ picasaweb 

■ gaia// permission_whitelist 
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Print Notes 



http://www.documentcloud.org/notes/print?docs[]=813465 



What Yahoo and Google did not think the NSA could see 

6 Pages - Contributed by Matt DeLong, Washington Post - Oct 31 , 201 3 



Special Source Operations (p. 1) 
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Core SSO Team 
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TUDDS Block 



Fingerprint Sessions Blocked fay TUDDS 4/ 5 - S/12 
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What is WE A blacking wilh these H defe4t5 H ? (p 4) 
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Current Efforts - Google 



* Dcfc;u Fingerprints 



ddcst/dev /googlc/adwords 
dc fcjt/dcWgoogk'/bi guib lc 
dc foai/dcv/googlc/blogger js 
dc feaiAtev /googlc/tc ragoogtc 



Inside Gaaylt'i nelwark \p. Ej 
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New Protocols 



•Internal serve r-to-server authentication, 
based on hard selector 
* 'Valid user agent string, not populated into 
Marina (yet!) 
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internal traTPic 
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Google Protocols By Type 
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